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AS-QuadCAST — 310 peanusauusa anropmtma CAST-128 (1999) c OTKPbITbIM UCXOAHBLIM KOogoM. OH pa3paboTaH Kak KOHCOJIbHOE NPUJIoXKeHMe, cnocobHoe WrdpoBaTh N pacllndpPoBbIBaTb dansbl C UCNosib3oBaHneM anroputma CAST-128. MpunoxeHre He BbiMyCKaAaeTCs aBTOPOM PEryasapHO, YTO MOXKHO pacCMaTpMBaTb Kak NokasaTeslb OTCYTCTBUS UHTepeca K 3TOMy
npunoxxeHuto. Tem He meHee, AS-QuadCAST gocTyneH As9 CKavynmBaHUA 34ecb. 3aMeTku: 1. MNpunoxxeHne npegHa3HavYeHo a9 NCMOJIb30BaHUA Ha KoMMbloTepax nog ynpasieHnem Windows. 2. ®anbl, 3aindpoBaHHbIE C MOMOLLBbIO 3TOr0 NPUIOXKEHNS, HECOBMECTUMBI C APYyruMin peannsaynamm aaroputma CAST-128. 3. lNocne ycnewHon pacwmndpoBKY Nosib3oBaTesb
nony4vaeT cTpoky «AS-QuadCAST ycnewHo pacwudpoBan ann». 3Ta MUHPOPMaLKUs He 0TobparkaeTCs HUKAKUM APYTUM MHCTPYMeHTOM. 4. Nocne nonbiTKK pacwmndpoBaTb dain oTobparkaeTcsa coobuieHre 0 TOM, 4YTO a1 yCcnewHo pacwmngpoBaH. MNpuninHa 3Toro B ToM, 4To napaMeTp "nonce" 6bis1 3aaH HenpaBWbHO. [MapaMeTp «nonce» — 3TO CTPOKa, yCuanBatoLas
aJIrOPUTM WM POBaAHNSA 3a CHET UCMNOJIb30BaHMA Naposisa noab3oBaTens. Npuao>KeHmne HMKakmum gpyrum obpasom He oTobparkaeT 3Ty nHgopmaumio. 5. MprnnoxxeHne Tak»xKe MOXXHO MCMNO0JIb30BaTb AJ19 MPOCTOro BBoAa AaHHbIX B OKHO KOHCOAM. OH He npeanaraeT Nojsib30BaTeslo cAenath 3TO, MO3BOJIAA NoJib3oBaTeNnAM pa3pabaTbiBaTb CBON COBCTBEHHbIE peLlleHnsa oas
wungpoBaHua. 6. HecMoTpsa Ha NOJSIHOE OTCYTCTBME NOAPOOHON AOKYMEHTaUNK, AOKYMEHTaLUWs, npuaaraeMas K NnpuaoXXeHuo, COAepXXUT NOJIHY UHpopMaLnio, HeobXoAMMY AN 3anycka 1 3anycka npuaoxeHuns. 7. ICxoOHbIN KO4 NPUNOXeHUsa AocTyrneH B popmaTe CVS. 8. NpunoxeHne He BbiNyCKaeTCs aBTOPOM peryssipHo, 4TO MOXKeT pacCMaTpMBaATbLCA Kak
rnokasaTesib OTCYTCTBUSA UHTepeca K AaHHOMY npuioXeHuto. 9. Kak y>ke ynoMmnHanocCh, NpuiioXXeHne MoXXeT reHepupoBaTh BbiBOA AaHHbIX B 3allnppoBaHHOM hopMaTe, HO NpUioxXeHne He oTobpaxkaeT gaHHble. 10. LUndposaHne/gelundgposaHne garnna MoXXeT OblTb BbIMOJHEHO C UCMO/b30BaHMEM OAHOM0 U3 MHOXKECTBa AOCTYMHbIX aJIFOPUTMOB LLUN(POBAHNSA, HO Y
NnoJib30BaTeNId HET BO3MOXXHOCTU BblbpaTh, KaKOM N3 HUX UCNOSIb30BaTb. OnucaHme: AS-QuadCAST — 3To peanusaumnsa anroputma CAST-128 € OTKPbITbIM UCXOAHLIM KOAOM (1999 r.). OH pa3paboTaH KakK KOHCOJIbHOE NPUJIOXKEHKE, CNocobHoe WngpoBaTh U paclMdpPoBbIBaTh hansibl C UCNoNb30BaHMeM anroputMa CAST-128. Mpuno)xeHne He BbiNyCKaeTCs aBTOPOM
perynspHo, 4T0 MOXKHO pacCMaTpMBaTh Kak MokasaTeslb OTCYTCTBUSA UHTepeca K 3TOMY NPUNoXKeHUto. TeM He MeHee, AS-QuadCAST gocTyneH ANs CKa4YnmBaHUa 34eck. 3aMeTku: 1. MNpuno)KeHne npefHa3HavyeHo AN ncnonb3osaHus B Windows.
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ABTOMaTUYeCKN WNGPpynTe (Mnm pacwindgpoBbiBanTe) annbl, CNonb3ysa metoq wudgposaHua CAST-128 (naponb He TpebyeTcs). PaclumpeHHbin cTaHgapT wudpoBaHma (AES): Advanced Encryption Standard (AES) — a3To anropuTMm, obecnedymBamoLwmn HagexxHoe wugposaHue. AES obbl4HO ncnosb3lyeTcs B 6eCnpoBOAHbIX CETAX U MHTEpPHeT-Tpaduke. B HacToswee Bpems
3T0 Hambosiee 4YaCcTo UCMNOJIb3YEMbIA aITOPUTM CUMMETPUYHOro WindpoBaHna (4Na uenen nepenayn gaHHbix). AES-128 nnum AES-192/256 4acTo NCNoab3yloTCsA B 3aBUCMMOCTM OT noTpebHocTen npunoxxeHus. PenHpan: Rijndael — 3To anropmtM CMMMETPUYHOIO WNGPOBAHUSA, NCNOJIb3yEeMbIN B KPUNTOrpamnm ¢ CAMMETPUYHbBIM KHOYOM, TaK>XXe Ha3blBaeMbIl WWNGPOM
Rijndael. Kak n Advanced Encryption Standard (AES), Rijndael sBnseTca yneHom cemenctBa Data Encryption Standard (DES). KACT-128: CAST-128 — 3To KpunTorpaniecknm aaropuTm, OCHOBaAHHbIN Ha WNdpe C CUMMETPUYHBLIM KJII04OM, KOTOpbIN ucnosb3yetcs B GPG. AS-QuadCAST — 3To KpunTorpaduyecknin MHCTPYMEHT, KOTopbln obecrnedmBaeT B6e3onacHyio u

Ha4eXHYI0 nepefaydy AaHHbIX MeXAY NPOrpaMMoOn N KOMMNbIOTEPOM. BONBLUMHCTBO MPUAOKEHNI NpefHa3HaYeHbl U UCNOJIb3YIOTCA ANA nepefayvn hansioB Mexay KomnbioTepamum, 1 npu paborte ¢ 6onbwnmMmn annaMmm 4acTo BO3HUKAT Npobnembl C Npon3BoANTENbHOCTLIO. AS-QuadCAST wundpyeT dann n nepenaeT ero Ha KOHEYHbIN KOMMNbLIOTEP, YTO AeNaeT nepenady

04eHb BbICTpon 1 yaobHon. O6bIYHO Mbl LN PYeM 1 paclingpoBbiBaeM HalM AaHHbIE C NoMOoLbio GPG nnn PGP. TeM He MeHee, NHOr4a, fa)ke ec/in y Bac eCTb NpaBusibHaa hpasa-naposb, Nosb30BaTeNM HE MOTryT paclungpoBaTb ainbl, MOTOMY YTO aJIFOPUTM, NCNOJSIb3YyeMbIN A5 WnhpoBaHUs darina, CINWKOM CN0XKEH, €ro KoY WNHPOBaHUSA CINLLKOM BEINK UK 3TO

MPOCTO NOTOMY, 4YTO (haisl, KOTOPLIA HY>XXHO paclindpoBaThk, Bbia 3aIMpPOBaH. C NCMOJIb30BaHMEM APYIrOoro anropuTMa niam pasMmepa katoda. NMpobnema B TOM, 4TO NOJIb30BaTEsb HE MOXKET paclingpoBaTb pans C COOTBETCTBYIOLWMM MaposieM, TOJIbKO C Konuu 3awmndpoBaHHoro arnna. AS-QuadCAST — 3To BbICTPbLIN 1 NPOCTON MHCTPYMEHT A1 paclungpOoBKM hanna 3a

HECKOJIbKO ceKyHA. OH 4Ype3Bbl4aiHO MPOCT B UCMOJIb30BaHMN; NMPOCTO BbibepuTe BXOAHOW hals, BBeAUTE Naposb ANa pacwndpoBku, BoibeprnTe BbIXOAHOM hal n HAXKMUTE KHOMKY. XOTS CYyLLECTBYIOT NPUIOXKEHUS N MHCTPYMEHTHI, Takmne Kak GPG nnu PGP, KoTopble Npn3BaHbl MOMOYb BaM AOCTUYb TOW »Xe Lenun, OHU NpefHa3HavyeHbl gnsa 6onee CNoXXHOro m

Tpyaoemkoro cnocoba. CyliecTByeT MHOXECTBO (DYHKLINA, TaKUX Kak BO3MOXXHOCTb LUndpoBaHus/aewndpoBaHna 6onblunx ganioB nam BoO3MOXXHOCTb NMPUMeEHEHN onpeneneHHbiX anroputmoB (PGP) nnm coxpaHeHuns cekpeTHoOW pa3bl-naposiss B aBTOHOMHOM peXxmnMe Ha ciiyydan notepun danna (GPG). OgHako 3T NpUIoXXeHUs npegHasHavYeHbl 418 XpaHEeHNS OCHOBHbIX
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KogunpoBaHue siBnsieTcs HeobsizaTeNlbHbIM. DTO MOXXHO caenaTb 6e3 KognpoBaHUs, XoTsa 3To byaeT HeMHOro measieHHee. OH He NPOBepPSeT, ABASETCSA JIM BXO4 A0NYCTUMbIM hainom CAST-128. HeT HUKaKuUX NepeBoaoB, KPOME aHIMJIMACKOro, UCMNaHCKOro, opaHLLy3CKOro n pycckoro. HeT nHAMKaTopoB, NO3BOJISIOLLMX MOSb30BaTENAM Y3HATh, ABASETCS SN hal
nonyctumbiM hannom CAST-128. MNMporpammHoe obecnevyeHne Ha caMoM fiesnie ABAsSeTCs peanunsaunen anropntma CAST-128. HeT HUKakux nepeBoaoB Ha Ntobol Apyron A3blK, KPOMEe aHIIMNCKOro, MCMaHCcKkoro, dopaHLy3CKoro u pycckoro. Het 6ubnuotekn ansa pabothbl co cxaTuem. HeT MHCTpPyMeHTa A9 NpocMoTpa BXOAHOro pansia B LecTHaguaTepnyHoMm popmaTe, 4TO
nonesHo npu otnagke. cnonb3osaHme AS-QuadCAST: JobaBbTe CBOM 3alLNPOBaHHbLIE TEKCTbI B TEKCTOBbIN (DAl 1 onpenenmTe KoamM4eCcTBO NonbIToK gewngposaHms. JobaBbTe Baw BXOAHON hana B TEKCTOBbLIN (hana, onpeaenns MMs BbIXOAHOrO panna. OTperyampynTe HaCTPONKY O4HOPA30BOro HoOMepa Tak, Kak BaM HPaBUTCA. Bbl MOXXeTe yBNAETh, 4YTO
KaJIbKyJIATOP CreHepumpyeT C HacTponkon noces 0. CreHepupynTe HOBOE 3Ha4YeHMe, NCMOJIb3Ya HAaCTPOMKY noces 0 C MOMOLLbIO KasibKysaTopa. C NOMOLLBIO KaJIbKyISTOpPa CKONMPYNTE 3alinpoBaHHbLIA TEKCT B BbIXOAHOW hana. BbiInONHUTE CpaBHEHWE TEKCTOBLIX DANJIOB M MOCMOTPUTE, COOTBETCTBYET 1M 3aNPPOBAHHbLIN TEKCT UCXOLHOMY TEKCTY. JLOMOJIHUTE bHbIE
npuMevyaHns no UCronb30BaHUIO: 3alMpPOBaHHbIA TEKCT COBMECTUM ToJbKo € AS-QuadCAST. Ecnuv Bbl NoMNbiITaeTeCb MCMNOJIb30BaTb €ro C JobbIM ApYrM NPUIOXKEHMEM, Bbl MOXXeTe nepe3anucaTh JIMYHYI0 MHhopMaLmio nosb3oBaTens. NapameTpbl (KpoMe 04HOPA30BOro HOMepa) ABNATCA 0653aTeNbHbIMU. Bbl MOXKeETe UCMOoNb30BaTh KaJlbKynaTop 418 paclungpoBKy
TEKCTOBOro parna, ecnm NnapamMeTpbl BBEAEHbI TaK, Kak OHU A0J/KHbI ObIThb. BnarogapHocTu: IHTepecHo 0TMeTUTb, YTO HeaBHO bbisa BbinyweHa nofgobHas yTuanTa € NOX0XUM Ha3BaHWEM, HO U3 TOrO, Kak S UCMO/b30BaJl TEPMUH «COBMECTUMBbIE» NPW CPAaBHEHUN C 3TUM MNPOEKTOM, 1 MOry cAenaTbh BbiBOA, YTO OHM HeCcoBMeCTUMbl. Mo canT www.as-quadcast.net A:
LWngpoBaHue 3To yTuanTa WUQPOBaHUA.
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Castl28Encoder — KoHCONbHaA yTunauTa gnsa anropmtma Castl28. Llenb cocTonT B TOM, 4TOBLI NpeoCcTaBnTb CpeacTBa A5 WudpoBaHMs anioB NpoCcTbiM 1 6e30macHbIM CNOCOBOM. Y yTUANTLI HET rpamnyeckoro nHTepdenca, Ho ee MOXXHO UCNOJIb30BaTb U3 KOMaHOHOW CTPOKW. 3Ta yTUAMTa UCnosb3yeT anropntm Castl28 (128-6uTHbI LWLINDP C CUMMETPUYHbBIM
KAto4oM). MNpn ncrnonb3oBaHUM 128-6UTHbIX KKOYen BbINOSHAETCS NPOBEpPKa C UCMOb30BaHUEM XeLl-YHKLMN, 4TOObl ybeanTbCcs, 4TO cogepxumoe annia He 661710 uamMmeHeHo. MNMonydyeHHoe 3HavYeHure 3aTeM fgobaBnseTca K coaepXxXumomy darna n reHepnpyeTcs pesynbTUpyoLas KOHTPObHaa CyMMa. 9Ta KOHTPOJIbHas CyMMa 3aTeM UCMNOb3yeTCs A5 NPOBEPKU
coAep>XXMMoro anna npu ero nocneaywoulen pacwmngposke. dyHkumm: .NET 2.0 (Bepcums 3.5 nau Bbilie) MOXXHO BBECTU HECKOJIbKO NapaMeTpoB KakK A1 NCXOAHOro, Tak U A5 uenesoro ansos, HO 3TO BO3MOXXHO TOJIbKO C MOMOLLbIO KOMaHAbl «4TeHne». Ero MoOXXHO ncnonb30BaTh N3 KOMaHAHOW CTPoKW. MNopaepxueaeT nMmeHa garnnos Unicode, BKaOYaa nogkaTanoru.
NopnepxusaeT buHapHble hannbl. NopaepxneaeT 6anToBbIE N CTPOKOBbIE AaHHbIE. [oaaepxmneaeT hansbl C 4JAVHHBIMU MMeHaMK, BKAOYasa AaHHble Unicode. Moaaep>xmBaeT nokasbHble nnm FTP-3arpysku. OgHo wingposaHmne 3a pas. Noaaep)xmBaeT Nofib3oBaTebCKMe Maponin. BoccTaHoBneHWe 13 naoxux 6710KoB. ABTOMaTUYECKN onpefenseMoe COOTHOLLEHMe Ans
Bbibopa ONnHbLI KtoYa. Pasmep pesynbTupytowero ganna He MoxxeT bbiTb 6onbLIe NCXOAHOro0 pa3mepa anna. Ictopusa danna. Bo3aMOXKHOCTb MOMETUTL pe3yfibTaTbhl Kak «0TrnevyaTok nansbua». [JocTyn 3anpeweH Ha Win2K u Bbiwwe. ICXxoAHbIN KOO 9Ta BEPCUA COAEPXMT ropa3ao 6osblue NnapaMeTpoB, a TakXe yMeeT wugpoBaTh ZIP-hannbl. UCXOAHLIA KOA AOCTYyNeH
30ecb. 29 anpens 2012 r. Hegena 1 4yto-HMbyab 3Ha4nT? MpoBoa ABMXKeTCA Aafblwe Mank TaHbep 3abaBHO, KaK MHOIO 3BOHKOB, CAEeNaHHbIX I)KMMOM TOMCYJION N KOMMNaHWeN Ha 3TOW Heaesne, 0Ka3ananucb Npopovyeckmnmu. MNMepBoe BockpeceHbe ce3oHa H®J1 66110, MArko roBops, KaTacTpodon. BUHUTb MOXXHO MHOrO, HO 0CO6eHHO TpeHepckun WwTab. «CnaTn CUxoke» 6munu,
wnenann, 6unu n ywmbanu, n oHn 615N rOTOBbLI MO3BOJINTb 3TOMY CNY4NTbLCSA. [Nocne pe3synbTaTa B CU3TNe oCcTasibHas YacTb mrn n cetb HPJ1 N30 BCex cun CTapasncb packpyTuUTb Bo3BpalleHue MNMenTtoHa MaHHUHra B HPJ1. «HoBbIM Koposib HOJ1» ByaeT B ropoae Ha MaTye BTopon Hegenn «KonbTc» co «CTunepc», N s Nogo3pesato, 4TO NnepBas Heaens CUbHO NMoBanaeT
Ha paHHee pelleHue o0 Bo3BpaLweHnn MaHHUHra. 4 npeanosarat, 4HTO 0O4eHb HEMHOIMEe BEPSAT B 3TO
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System Requirements For AS-QuadCAST:

OkHa: Mac OS X: JlnHykc: AHapouna: iOS: Xbox 360: PlayStation 3: MuHumym: OC: Windows 7 SP1 (64-pa3psanHasn Bepcus) Mpoueccop: Intel Core 2 Duo 2,4 'y, / AMD Athlon 64 X2 2,4 I'Ty, / AMD Phenom X3 645 MNamaTtb: 2 'b O3Y MNpadmka: coBmecTtumas c DirectX 9.0c BuaoeokapTa ¢ 1 'b onepaTmnBHOM NnamaTn XecTkun auck: 4 'b ceobogHOro mecta 3ByKoBas KapTa:
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